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Trustworthy Foundation Models

~—— Benchmarking —— ,~——  Finetuning ——~ ,—— Reasoning ——

Existing datasets are NOT proper Analyzing the dynamics ofLLMs Noisy rationales withinchain of
to assess ifVLMs are robust. unlearning is critical yet hard. thoughts mislead LLMs reasoning

prompted
CounterAnimal , a VoR

Vol v.r VoR Vo A — 0| clean data A—O
reliable benchmark ’ 9 Vot o °T° @ |°7°
for assessing VLMs. \/‘ \/ 22 contrastive ‘o=

noisy data  denoising clean data

A Scaling backbone models and A Analyzing gradients  provides A Itishard for LLMsto denoise noisy
improving data quality improve Insightsinto unlearning dynamics rationaleswithout guidance.
the robustnessof VLMs A Wrong token reweighting within A It is easier for LLMsto denoise by

A Scaling raw training data does not gradients leads to failures in contrasting noisy and clean data.
necessaryenhancereliability. previous methods.
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Part I: Benchmarking

=N

Benchmarking is critical to evaluate and _ |
compare model quality. QizhouWang  Yongqiang Chen

A Gatheringreliable evaluation data. Training and evaluation data havelistribution

A Conducting proper metric evaluations. shifts to reflect OOD Generalization.
Training Phase[ Training data} in- distribution 2
(ID) o3
.......................................... * c
5
Benchmarking [ Model ](— [Evaluatlon Dat% out- of- distribution e
(OO0D) g

v

Metric
Computing

ObjectNet

Qizhou Wang, Yong Lin,Yonggiang Chen, Ludwig Schmidt,Bo Han, and Tong Zhang.
A Sober Look at the Robustness of CLIPs to Spurious Featurbs/Neur/PS$2024. https://bhanml.github.io & https://github.com/tmlr - group
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Supervised vs CLIP Training

Supervised Training /apel supervision
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A picture of a ddg
wearing a fabulous
jacket

Dog: 85%
No Dog: 15%

CLIP Training cross modal supervision

RAE . g A i
oA )
» Image
\ Encoder /
A picture of a dog 90% 0% 0%’) 20% 1 0/0

s jac match | match | match | match | match

fabulous jacket
0% | 98% | 0% 3% 7%
match | match | match | match | match

[A Cool Photo of a Text 1 OO/O 2% 99% OOA) 2%
Lot Encedertt match | match fmatch | match | match

Skate Boarding 50/0 O% 0% 97% 1 %
With'Dog match | match | match match f match
0% 1% 0% 1% | 93%

match | match | match | match fmatch

A cat lying down

Skate Boarder

different test data

[ &

ImageNet V2

o.0% ) &

ImageNet Rendition

i,

RIMEN
supervised CLIP
64.3% m
ﬁ 88.9%

2.7% 7%

ImageNet A

Comparison of the OOD evaluation accuracy between
supervisedand CLIPtraining showsthat CLIPperforms better!

Previous Belief: CLIP ianore robust to distribution

shifts than conventional supervised training.
(Radford et al., 2021)
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These OOD datasetare crafted for the distribution shiftswithin ImageNet setups , which
are NOT valid for CLIP models.

A Data Contamination: Datasets considered

A Biased Spuriousness:Features thatmislead
OOD for ImageNet - trained models may be ImageNet - trained models may not mislead
ID for CLIP models.

CLIP modelsnecessarily.
| 4 <R ‘

ImageNet V2

ImageNet A
CLIPmodels may have seen ImageNet V2 during

ImageNet A contains data that mislead ImageNet
training, which is in fact ID for CLIPsetups

models, which may not make CLIPmodels fall.

ImageNet OOD datasets CANNOT reflect the OOD Generalization for CLIP setups!

https://bhanml.github.io & https://github.com/tmlr - group
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CounterAnimal A New Benchmark QX/ RIKEN

Is there a benchmark capturingrue OOD performance of CLIP?
A Spuriousness: Consideringbackground changes as potential spurious features.

A Generality: The captured spurious features should impactiiverse CLIP configurations.
Same Object

Basic Assumption

Varying BKG

common uncommon on ice- related spurious features.

The changes of backgrounds represent the impacts of spurious
features, which is a typical distribution shift.

https://bhanml.github.io & https://github.com/tmlr - group



CounterAnimalConstruction

~— Step 1. Data Collection

TAVIMDIPLURAYIN LU anu...
- . * Sep 30, 2014
] ; ¥6 Jan'2s

Polar Bear

(Ursus maritimus)
77.53333,99.5 e Sep 30, 2014

| X w6 Jan
Polar Bear

(Ursus maritimus)
77.51667,99.7 * Sep 30, 2014

¥6 Jan'25

i 2

query and craw| animal
photos given the names

\.

Raw data from iNaturalist (https://www.inaturalist.org)

~— Step 4. Spurious Discovery

90% | 0% | 0% ] 20% | 1%
match | match | match | match | match
0% o% [ 3% | ™%
match maton | match fmatcn
AL B
match | match fmatch | match | match
5% [ 0% | 0% E 1%
match | mateh [ratch match
0% | 1% | 0% | 1% E

match | match [matcn | match

(taking as uncommon)

””H”;Dﬁ

1 highest ACC
(taking as common)

The pair of backgrounds where the CLIP shows high-
performance drops are preserved.

road water snow sand

\.

~N
lowest ACC

~— Step 2. Data Curation

Raw data are susceptible to noise and ambiguities,
which should be cleansed manually.

occlusion obscurity

~— Step 3. Data Labelling
_ OBJ:ice b .
e OBJ labels: ostrich, African
crocodile, water snake, ice
&—— BKG: snow bear, and other totally 45

3 . animal names.
OBJ: ice bear
BKG labels: ground, water,
earth, and other totally 16
==— BKG: grass

background labels.

J

https://bhanml.github.io & https://github.com/tmlr - group



CounterAnimalConstruction

~— Step 2. Data Curation
Raw data are susceptible to noise and ambiguities,

~— Step 1. Data Collection

~
Raw data from iNaturalist (https://www.inaturalist.org)
L ‘ B oo z0n
- ¥6 Jan'2s
5 ] PolarBeg_r
/ %”:;:g‘;’;';n:’)- Sep 30, 2014
. ¥6 Jin?
query and crawl animal Rolwbose
photos given the names 77.51667,99.7 » Sep 30, 2014
¥é6 Jan'25
N J
~— Step 4. Spurious Discovery N
lowest ACC
. , (taking as uncommon)
Bk pa SA }
o = nlln ol
E road water snow sand rock grass
b d E
T highest ACC
(taking as common)
The pair of backgrounds where the CLIP shows high-
performance drops are preserved.
. J

which should be cleansed manually.

J

https://bhanml.github.io & https://github.com/tmlr - group

obscurity
\_ J
~— Step 3. Data Labelling
_ OBJ:iceb . .
e bear OBJ labels: ostrich, African
crocodile, water snake, ice
&—— BKG: snow bear, and other totally 45
L J animal names.

OBJ: ice bear

BKG labels: ground, water,

. earth, and other totally 16

o “graas background labels.
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CounterAnimalConstruction

~— Step 1. Data Collection

N\ ~— Step 2. Data Curation

Raw data from |NaturaI|st (https: //www maturahst org)

GVIMBIURYIN L4044 GHU..
Scp 30, 2014

- 8 X w6 Jan'2s

Polar Bear
(Ursus maritimus)
77.53333,99.5 e Sep 30, 2014

: w6 Janz
Polar Bear

(Ursus maritimus)
77.51667,99.7 » Sep 30, 2014

86 Jan'2s

query and craw! animal
photos given the names

Raw data are susceptible to noise and ambiguities,
which should be cleansed manually.

occlusion obscurity

\

J/ N5

~— Step 4. Spurious Discovery

imatch | match | match | match | match

SR
maton match
CiER " CIES
match | match fmatch | match | match
% 0% 0% 1%
match f match |

(taking as uncommon)

2

\ ~— Step 3. Data Labelling
OBJ: ice bear

lowest ACC

alch
0% | 1% | 0% | 1% road water snow sand
L e |t

performance drops are preserved.

\.

T highest ACC
(taking as common) L F

The pair of backgrounds where the CLIP shows high-

rock grass

- &——— BKG: snow

OBJ: ice bear

BKG: grass

OBJ labels: ostrich, African
crocodlle, water snake, ice
bear, and other totally 45
animal names.

BKG labels: ground, water,
earth, and other totally 16
background labels.

https://bhanml.github.io & https://github.com/tmlr - group




CounterAnimalConstruction

~— Step 1. Data Collection

~N

Raw data from iNaturalist (https://www.inaturalist.org)

query and crawl animal
photos given the names

\.

1MMBILRAN L4051 GRU...
* Sep 30, 2014

¥6 Jan'2s
Polar Bear

(Ursus maritimus)
77.53333,99.5 e Sep 30, 2014

Polar Bear

(Ursus maritimus)
77.51667,99.7 » Sep 30, 2014

~— Step 4. Spurious Discovery

lowest ACC
(taking as uncommon)

| : |_||l|

performance drops are preserved.
.

90% | 0% | 0% | 20% | 1%

rrateh | match | match| maich | match

0% | oa% | 0% % ™

rnatch | match | matcn | mstch | match

s | 2% J9% ] 0% | 2%

maich | maich reatch | maich | maich

5% 11 0% | 87% | 1%

malch | match | rmatch | match | match

T T T T road water snow sand
| |Lmatch | maich | match | match fmatch

rock grass

T highest ACC

(taking as common)

The pair of backgrounds where the CLIP shows high-

N

~— Step 2. Data Curation

Raw data are susceptible to noise and ambiguities,
which should be cleansed manually.

occlusion obscurity

~— Step 3. Data Labelling
OBJ: ice bear

r._ BKG: show

OBJ: ice bear

= BKG: grass

J/

OBJ labels: ostrich, African
crocodile, water snake, ice
bear, and other totally 45
animal names.

BKG labels: ground, water,
earth, and other totally 16
background labels.

https://bhanml.github.io & https://github.com/tmlr - group
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CounterAnimalCharacteristics S ainn

CounterAnimal

]l ice bear
| _common-ice

figurel. jpeg
figureZ2. jpeg
. __uncommon—-grass

figurel. jpeg
figure2. jpeg

| _brambling

| _common-green
figurel. jpeg
figure?2. jpeg

. _counter—-sky

figurel. jpeg
figure2. jpeg

"“. B
» 'b

» =

Photos of ice bear in snow background Photos of ice bear in grass background

Common vs. Uncommon: Photos are grouped according to their
backgrounds. For each class, we identifyroup pairs that causehigh
performance drop when evaluating with CLIP.

Assessing Robustness:The performance drop between common
and uncommon groups indicates the robustness of evaluated models.

Data Structure. Images are organized

per classand each further divided into
two groups: common and uncommon.

https://bhanml.github.io & https://github.com/tmlr - group 11



CounterAnimal

| ice bear

| __common-ice
figurel. jpeg
figure2. jpeg 2

number of data

,__uncommon-grass
figurel. jpeg
figure2. jpeg

| brambling

| _common-green
figurel. jpeg
figure?2. jpeg

. _counter—-sky
figurel. jpeg
figure2. jpeg

Data Structure. Images are organized
per classand each further divided into
two groups: common and uncommon.
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CounterAnimalCharacteristics S RN

o [ common
uncommon
—m 1] 142 100
162 158 f* 222
91 Loq 12398 £>8 929 | 106
Lt 185 98 6§0 100_6221 101106 | 72 m:238 [gg—
111 500 T m—-—— i 149 | pag—7 ¢£<6 1 {10 10096102105

&
74 §°%a ] 263,
>0 p20 1249 028 * 231043207, 1&0 19202320814 |l 04
5 4 4
1” 242 1 f [65/50] |91f 78] |79 |eus257.5L] 1‘25181 58] 12365 1‘2%5? 5F°3|95I77il31

1 2 3 45 6 7 8 9101112131415161718192021222324252627282930313233343536373839404142434445
class ID

The data distributions illustrate variations across different animal classes, categorized into
common and uncommon groups. The horizontal axis denotes the class IDs, e.qg., ID 1 to

ID 2: to ,ID 8 to /D 9 to ,ID 18 to /D 19
to , ID 32 to hunting ID 33 to

We collect45 classesof animals with 7,000 common and
6,000 uncommon examples.

https://bhanml.github.io & https://github.com/tmlr - group 12



Expernnental Results RIREH
common aCC uncommon acc
CLIP Training CounterAnimal \, (ImageNet) Supervised Training Other LVLMs (large VLMS)
1 1

backbone pre-train dataset ~ common  uncommon  drop backbone common  uncommon  drop LVLMs common  uncommon  drop
RN-101 OpenAl 64.27 45.15 19.12 AlexNet 59.56 39.24 20.31 MiniGPT4-Viccuna7B 47.99 39.73 8.26
RN-50 x4 OpenAl 70.02 49.07 20.95 VGG-11 73.37 56.12 17.25 LLaVA1.5-7B 40.06 30.09 9.97
ViT-B/16 LAION40OM 73.11 52.17 20.94 VGG-13 75.33 58.43 16.90 CLIP-LAION4OOM-ViT-L/14 |} 80.90 63.31 17.59
ViT-B/16 OpenAl 73.08 56.56 16.52 VGG-19 77.84 61.74 16.10 CLIP-OpenAI-ViT-L/14 85.38 70.28 15:10
ViT-B/16 LATON2B 73.18 53.18 2000 RN-34 78.31 61.01 17.30 Ml [ o
ViT-B/16 DFN2B* 85.03 70.61 14.42 RN-50 81.44 66.07 15.37 . o : : :
ViT-B/32 LATON40OM 67.13 36.95 30.18 RN-101 81.76 68.18 1357 . .
ViT-B/32 OpenAl 69.13 4562 2351 ViT-B/16 | 84.97 74.98 999 different LVLM paradigms
ViT-B/32 DataComp1B* 75.96 53.74 22.22 ViT-B/32 79.84 64.36 15.48
ViT-B/32 LAION2B 72.94 48.74 24.20 ViT-L/16 83.74 72.69 11.05
ViT-L/14 LAION40OM 80.90 63.31 17.59 ViT-L/32 81.23 67.54 13.69
ViT-L/14 OpenAl 85.38 70.28 15.10 ConvNext-S 88.27 79.97 8.30
ViT-L/14 DataCompiB* 89.29 79.90 9.39 ConvNext-B 88.60 80.53 8.07
ViT-L/14 LAION2B 82.23 66.27 15.96 ConvNext-L | 89.12 81.47 7.65
ViT-L/14 DFN2B* 90.77 80.55 10.22

ViT-L/14-336 OpenAl 86.36 73.14 13.21 : -
ViT-H/14 LAION2B 85.74 73.13 12.61 increasing model scale
ViT-H/14 DFNSB* 88.55 79.13 9.42
ViT-G/14 LATON2B 86.81 73.32 13.49

ViT-bigG/14 LAION2B 87.57 76.96 10.61 .

What observations can we draw from these results?
increasing diverse
model scale data source

https://bhanml.github.io & https://github.com/tmlr - group



Observations

DataComp (DC)and Data Filtering Networks (DFN)are two high - quality CLIPdata sources.

CLIP Models
ImageNet Models

/

B CLP ® CLIP-DC

% CLIP-DFN

_Q ImageNet meme Y=X

80

70

60

50

uncommon

40

301 *

”
”

Perfect line of robustness

- (common accu=uncommon accu),~~

+7 MiniGPT4-Vicc

7

”
-’

[ 'arger dataset < |

40 50 60 70 80
common

90

> D larger model

The marker size indicatesthe backbone scale and
the color shade indicates pre- train data scale
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Observation 1 (ImageNet Models vs. CLIPS).

ImageNet models perform better than CLIPs against
spuriousness withinCounterAnimal

Note. CounterAnimalcharacterizes the spuriousness within
CLIPs, thus proper for assessing CLIPs.

Observation 2 (CLIPs vs. More Advanced LVLMSs).

LLaVAand MinGPT4 showstronger robustness (closer
to w ) yet with lower performance than CLIPs.

Note. More advanced VLMs built upon CLIPs are still affected
by spuriousness withinCounterAnimal

https://bhanml.github.io & https://github.com/tmlr - group 14
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O bse rvatl O n S larger model
}

0 ¢ VIiT-B/16 e ViT-L/14 —-—— y=X
a0 U
W caing U0
8322 g5 7 86.8 87.6 %;.4 86.4
' 77.0
> 73.2 73.1|73.3 70.3 HJIWJ 73.1
common 66.3 64.7 c
55 56.6 =
uncommon —g : 450 486 = o
- S 2r slope indicates
= bustness
40l b b 4 M A0 ne b 20 S [er ro )
G Y ’i{’tﬂwﬁﬁ v ;ﬂﬁn qﬁ"" qﬁ‘iﬁmﬂ
(a) LAION2B (b) OpenAl Checkpoints 50,5 ) 90
common
Accuracy and Performance Drop. Effective Robustness.

Observation 3 (Model Size). Scaling up model size CAN enhance CLIP robustness.

https://bhanml.github.io & https://github.com/tmlr - group 15



Observations

scaling up scaling up

89.3
80.4 85.4 §2.2

I I?ag
70.3 IE’H

A

2] w
o i}ataﬂ“mﬁx LP*"‘D“?'
(a) ViT-B/16 (b) ViT-L/14

Accuracy and Performance Drop.

uncommon

e

PASIE
=

1956 S

O, S EL
Ty~ X
(G‘&:Tg\}//

3 ONOH .
ERSITY

@
RIKEN

larger dataset

|

¢ LAIONZ2B e OpenAl —-—= y=X
80 >
70—
60 Similar slopes indicate
50 similar robustness.
40
60 70 80 90
common

Effective Robustness.

Observation 4 (Data Size).Scaling up data size CANNOT enhance CLIP robustness.

https://bhanml.github.io & https://github.com/tmlr - group 16
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O bse rvatl O n S high- quality dataset w RIKZN

l'J’NOH
SI'N

accuracy drop ¢ LQ e HQ --- y=x
between _ _ _ _
common and raw  high quality raw  high quality el )
uncommon | | | [ | 1 30 L |
\ 20.9 0.1 175 g ////
ﬂ ﬁ 1o 144 l:l 15.1 15 > s S s Larger|slope indicates
9.4
|_’ H 1 [ ] § better robustness.
W ® & 19 ® >
0P W2 XS{\\’L RADPE A \g\\\l
\,NO“ [0)% P~\ oa‘— O‘m‘b \,P*\O\\\ oP \,P*\ Oa‘aco(‘\% 60
(a) VAiT-B/16 (b) ViT-L/14 Y0 80 30
common
Performance Drop. Effective Robustness.

Observation 5 (Data Quality). Improving data quality CAN enhance CLIP robustness.

https://bhanml.github.io & https://github.com/tmlr - group 17



Theoretical Understanding

Assumption (Multi-modal Dataset). Consideriggimagetext pairs e he , bothe ande are
generated from the latent facter where» [@ hx | s is composed of

A invariant feature ¢ x~ (*  «f, )

~7

A spurious featuread x~ (* ¢, )
withO @ ) 1 otherwise® @ wis the label uniformly drawn from plp . The training data

Is drawn with- 1) p and test dafa * is drawn withr) -

Note. The dataset ishiased to spurious featured  due to different 1,  between training and test.

Theorem 1 Given the multmodal dataset with a large spurious correlatjon p  €(p). Then, under
reasonable assumptiongp. at leasp 0 (p), the CLIP model achieves

A asmall zeroshot error on test datawhe® w! ARIQ) p BU ) € p,

A alarge zeroshot error on test data wher® «x %Q@ORQ) p BU ) £ p.

Therein,l Al are constants that depend‘'on h, H , and,

Note. The model relies on whethercd  w(whether biased)to make right predictions.

https://bhanml.github.io & https://github.com/tmlr - group
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TakeHome Messages 7 R

We should be cautious abouttest setups when assessing newraining setups .

CounterAnimal (https://counteranimal.github.io/) is a proper benchmark for
assessing the robustness of CLIPs to spurious features.

Distribution shifts remain an open question for CLIP and other VLMSs.

Scaling up model size can enhance robustness, whilecaling up pre - train data Is
not that effective.

Improving data quality Is effective to enhance robustness.

https://bhanml.github.io & https://github.com/tmlr - group 19
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Part Il: Finetuning

Qizhou Wang Zhanke Zhou

Finetuning aims to adapts the model parameters to fit tasks or knowledge, of
which the specific goals can be attributed tdearning and unlearning .

fine-tuning to unlearn wrong/bad knowledge

n /\

(learn)

(unlearn)

[ models that .. J

N

fine- tuning to learn/update knowledge

original

Qizhou Wang, Jin Peng ZhouZhanke Zhou, SaebyeolShin,Bo Han, Kilian Q. Weinberger.

Rethinking LLM Unlearning Objectives: A Gradient Perspective and Go Beyohd/CLR2025. 20
https://bhanml.github.io & https://github.com/tmlr - group



Right to be Forgotten
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CALIFORNIA
CONSUMER
PROTECTION
ACT

* X %
* General

x Data
* a * Protection
*

* Regulation
* 3
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BNUH

data subject shall have the right to obtain from the
controller the erasure of personal data concerning him or
her without undue delay and the controller shall have the
obligation to erasepersonaldata ...

consumer shall have the right to request that a business
delete any personal information about the consumer which
the businesshas collected from the consumer-...

https://bhanml.github.io & https://github.com/tmlr - group 21
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LLM Unlearning
to be unlearned

Bi- objective Goal J
AUnlearn: removing model capability to generatetargeted data” {i }

ARetain: maintain performance on othernon- targeted data” {i }

\

Gradient Ascent (GA)- based Method not to be unlearned

L o o Basic Assumption: If the negative
| EM- | 1oQd I'P) M | 1o@ IP) log- likelihood is a proper objective

~ ~ -~ v ~ for learning, then the log- likelihood
should be appropriate for unlearning.

flC P ¢ ™)

Unlearn Objective Retain Objective

https://bhanml.github.io & https://github.com/tmlr - group 22
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Impacts of GA / RlkzK

l'J’NOH
lT‘l

Negative log - likelihood (NLL) as themetric T to assess performance.

250
200_fl C P fl( IP <+<— T( [IP): large unlearn NLL
Indicatesstrong unlearning.
j 150F
> The retain NLL values
100F are about 2 (still large)
50} /

0

«— T( [IP):large retain NLL
Indicatesdamage in retention.

= '
step 20 step 40 step 60

Performance regarding unlearning and retention.

Observation 1. GA-based methodsCAN achieve strong unlearningout CANNOT
ensure reliable retention thus NOT meeting the dual - objective goal.

https://bhanml.github.io & https://github.com/tmlr - group 23
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Delve Deeper?

Performance metrics offedimited insights towards deeper understandings.

Limitation 1. We CANNOTdisentangle the impacts offl ( I'P) and
fl ¢ I'P) on model performance.

250

flc ™ fiCTp
1 150} \1 Bothfl ( I'P)andfl ( [IP) have impacts on

< 100} TC MP)andT1( IP) in anintertwined manner.

- '
step 20 step 40 step 60

Using NLL to assess performance changes
regarding unlearning and retention.

https://bhanml.github.io & https://github.com/tmlr - group 24
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Delve Deeper? \,,/ AlfzH

lT‘l

GNUH

Performance metrics offedimited insights towards deeper understandings.

Limitation 2. Even disentangled, we CANNOT fullynderstand the factors
that lead to the observed behaviors.

250 100
flc m fiC Ip fl
ook 2ol C ™
— 150} — 60F —~
Z 100k o a0k Why does the retention'=
performance drop so quick?
50F 20F
0 - ' 0 4 :
step 20 step 40 step 60 step 20 step 40 step 60

Unlearning withfl ¢ ) fl € IP). For /7/usz‘ra{/'0n, we appm)(/maz‘e the disentanglement
by unlearning only withfl  IP).

https://bhanml.github.io & https://github.com/tmlr - group 25
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G- effect: A Gradient View Q

lT‘l

/p
EAPT\S‘

] o

RIMEN

Studying the impacts ofunlearning methods (e.g., GA) onperformance metrics
(e.g., NLL) from a gradient view

gradients of objective (unlearning method)

N o o P10
. . \/1 \/
Q neflC rP). eT1( I'P) . fl beneflts‘r mutual orthogonal fl damagesT
gradients of metric Vv v
posmve Q

zero Q negative Q

A Fulfill Goal 1 asthe G- effect can be computed for fl ¢ ) andfl ¢ I'P) separately.
A Fulfill Goal 2 asgradients provide more messagesthan merely CEperformance

https://bhanml.github.io & https://github.com/tmlr - group
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G- effect: An Example B e

2

Retain G-effect: Q nflC IP) 1pT( [IP). Apositive Q is preferred to enhance retention.
Unlearn G-effect: Q nflC I'P) NpT( [IP). Anegative Q is preferred for strong unlearning.

Performance V.S. G- effect
100F step 20 step 40 step 60
80 —ieg-
+— —leofr
O ¥~ Unlearn G- effect
o 60f Unlearn Performance @ -15e5f
= 40F QO —2e5F
N _ (h —2.5e5f
20F Retain Performance —3e5}
0 : _ —3.5e5F N Retain G- effect
J step 20 step 40 step 60 < > < > < >
warmup | unlearning | (almost) converge warmup | unlearning |(almost) converge
Using NLL to assess performance. Using G effect to assess performancehange

Note. The G effect quantifies therate of change (increase/decrease) in performance, which can

be calculatedseparately for retention and unlearning. .
https://bhanml.github.io & https://github.com/tmlr - group



GA: Objective 1 27

Unlearning steps
step 20 step 40 step 60

Objective: W B 1 T0¢ § IP)

for-unlearn
(proper behaviors)

\ . 5 [ ,
W B n
Gradient: M D pU(i 4 TP)

e
|
N
1]
Ul
T T T T T 1

/

for retain
(wrong behaviors)

The G effects of GA.
Observation 2. Excessive extent of removal incurs negative costs to retention.

inverse likelihood

Reason. The inverse likelihood wrongly focuses more on sufficiently unlearned
tokens, leading toover- unlearning that negatively impacts model utility.

https://bhanml.github.io & https://github.com/tmlr - group 28
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GA: Objective 1

Unlearning steps

step 20 step 40 step 60 Ob . ] I 77 ,
— ective: M- B 1 lv
) o= j ¢ d P
_1e4k \‘ I A — bt top LLM layers
2 —1.5e4}f \ : c L L R
¥ ool ¥ ,'_ Gradient: W B s n?)rlpu(l d IP)
_{zgj: ¥ 1S~ middle LLM layers A —
_3504k inverse likelihood

The G effects of GA (closer look).

Observation 3. Unlearning affects on bottom layers of LLMs more than others.

Reason.Large gradients willaccumulate due to the chainrule, a general scenario
holds for many other unlearning objectives.

https://bhanml.github.io & https://github.com/tmlr - group 29
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Motivation: Combating the inverse likelihood term vialoss reweighting.
Original GA: - B 1 T0Qf § I'P) & Weighted GA: W B O(i § IP) 1 10Q § IP)
Gradients:M - B o(i § ™) np0(i § 'P)

counteract the inverse likelihood

GA V.S. WGA
step 20 step 40 step 60 0 step 20 step 40 step 60

—oedr WGA is better —200f
5 "lesf - at unlearning -4o00
o —1.5e5F
o —2e5F ] —-60Q,
G o cesh e WGA is b_etter_8 Al

—3e5F at retention

—3.5e5F -

Comparison of the G effects between GA and WGA.

https://bhanml.github.io & https://github.com/tmlr - group 30



NPO: Objective 2

-15

G-effect

—-30F
—45F
_60 -
—75F
_90 =

Unlearning steps

stejp 20 steF') 40 ster') 60 Objective: \A" _‘I | F(; ( ( rﬂ)))
Y forretain ¢ ®)
wrong behaviors, but less impacts)
Gradient: \= B S el TOQ IP)

Lo ®)
U  reweighting

—

foruntearn
(proper behaviors)

The G effects of NPO.

Observation 4. NPO (Negative Preference Optimization) hatewer negative
Impacts on retention compared to GA.

Reason. The gradients of NPO are very similar to GA, yet furtheeweighting by
U , which mainly contributes to its improvements over GA.

https://bhanml.github.io & https://github.com/tmlr - group 31
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NPO: Obijective 2 S RN
L. NS ( )
Weights converge to Objective: & —1 | @ ( (™ ))
0 at about 17 steps
g “~ Gradient: \= B S el TOQ IP)
| m (), P
: . . 0  reweighting
step 20 step 40 step 60
The curve of) aduring unlearning.
Observation 5. The NPO weighty  serves a role likesarly stopping.
Reason.0  approaches O whend(i ') © Tt
32
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NPO: Objective 2

Larger weights are assigned to those

instances with larger retaining PG- effects.
0.0~0.2 — Q.6~0.8 151 E Gradient: \4"
0.2~0.4 —_— 08~1.0 10+ %
0.4~0.6 — —
unlearn - ==
—1500 —1000 ~5:o@ 500 - - W~
s G- effect: M
_]_0
_15

The distributions of the point wise G
effects across different range ob

Observation 6. The NPO reweighting mechanism)

&

E

A
2

D

B

EEL

3
N

$
I
T,

S INOH .

L RUKzN
(™ N
B n
. (wy el 1ud TP)

0 el IACYIP) npT( IP

point- wise G effect (PG effect)

weights

(The impacts of a particular data
point on model performance)

prioritizes instances that less

damages retention.
Reason.Data that have small impacts orretention also have small impacts orunlearning.
33

https://bhanml.github.io & https://github.com/tmlr - group



%ﬁﬁ%

()
Qniot O
TNPO: Improvement 2 = A

".\NUH
SI'N

Motivation: Generalized the reweighting mechanism of NPO for tokens.

. 14 3 -5 e . ’ ( s rﬂ))
Token- NPO B 0 | 1V with U
OKEN-ISE ¢4 T7) (s ® (s ™)

same reweighting scheme yet applied pointwise.

NPO V.S. TNPO
step 20 step 40 step 60 0 step 29 SteFI) 40 Stetl) 60
TNPO is better —2°
4 at unlearning ~1%
~150
: ~20
<« TNPO s better_, £
at retention  _3,,

Comparison of the G effects between NPO and TNPO.

https://bhanml.github.io & https://github.com/tmlr - group 34
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Retain Objectives / RlK=H

lT‘l

GNOH

NLL M- 1 Tod ) V.S. KL W + [0 PP)SD(G P )]

60f for retain 120
aol / (proper behawors)\lou\

8 40F
T 30f
O 2ok for unlearn “
18' (wrong behaviors, 27
: 0
step 20 step 40 step 60 but less impacts) step 20 step 40 step 60

Comparison between two representative retain objectives.

Observation 7. NLL and KL are both effective for retention, while KL can lead to
overall larger retain G effect, thus preferred.

Note. The unlearn G effect for the unlearning objective is much larger than for the retain
objectives. Thus, we do not need to worry about the side effect on unlearning.

https://bhanml.github.io & https://github.com/tmlr - group 35



Empirical evaluations

LLM Phi-1.5 Llama-2-7B
ES-exact ES-perturb ES-exact ES-perturb

setup  method retain T unlearn | | retain + unlearn | MUT  FQ1T retain T unlearn || retain T unlearn | MUT  FQT
before unlearning 0.44 0.59 0.21 0.16 0.52 -5.80 0.82 0.80 0.53 0.40 0.63 -7.59
GA 0.11 0.05 0.08 0.08 0.37 -0.54 042 0.05 0.26 0.04 0.53 -0.54

PO 0.36 0.84 0.16 0.36 0.51 -4.24 0.75 0.83 0.47 0.52 0.62 -5.80

WGA 0.36 0.03 0.18 0.02 0.51 -0.54 0.67 0.08 0.38 0.06 0.65 -0.08

1% NPO 0.27 0.09 0.11 0.07 0.48 -2.91 0.47 0.12 0.38 0.09 0.62 -1.32
TNPO 0.33 0.03 0.12 0.04 0.49 -0.08 0.51 0.03 0.43 0.03 0.64 -0.08

RMU 0.23 0.08 0.15 0.05 043 -0.54 0.23 0.08 0.15 0.05 0.52 -1.32
before unlearning | 0.44 0.56 0.21 0.23 0.52  -29.65 0.82 0.77 0.53 0.41 0.63 -32.13
GA 0.00 0.00 0.00 0.00 0.00 -11.40 0.03 0.00 0.02 0.00 0.00 -12.42
PO 0.26 0.79 0.16 0.49 051 -26.50 0.55 0.84 0.36 0.49 0.64 -28.84
WGA 0.29 0.01 0.16 0.01 0.51 -1.30 0.47 0.00 0.39 0.00 0.64 -16.32

5% NPO 0.08 0.12 0.08 0.06 0.38 -1.75 0.17 0.07 0.12 0.08 0.52 -9.95
TNPO 0.16 0.01 0.08 0.00 0.46 -2.18 0.50 0.01 0.34 0.00 0.63 -32.13
RMU 0.21 0.00 0.12 0.00 0.27 -1.95 0.12 0.00 0.12 0.00 058 -21.44
before unlearning 0.44 0.47 0.21 0.18 0.52  -39.00 0.82 0.83 0.53 0.30 0.63 -44.45
GA 0.00 0.00 0.00 0.00 0.00 -4526 0.00 0.00 0.00 0.00 0.00 -20.86
PO 0.32 0.73 0.14 0.26 0.50 -38.25 0.55 0.84 0.37 0.43 0.62 -39.76
WGA 0.34 0.00 0.16 0.00 0.51 -9.06 0.66 0.02 0.42 0.01 0.62 -24.85
10% NPO 0.08 0.09 0.07 0.07 038 -10.57 0.12 0.13 0.10 0.14 050 -12.19
TNPO 0.20 0.01 0.09 0.01 0.50 -7.66 0.45 0.01 0.26 0.01 0.63 -1347
RMU 0.03 0.05 0.03 0.06 0.31 -7.00 0.25 0.01 0.20 0.01 059 -16.72

Comparison between unlearning objective on TOFU with KL regularization.

https://bhanml.github.io & https://github.com/tmlr - group
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Observation 8. Larger unlearning
datasets and smaller model sizes
make it more challenging to unlearn.

Observation 9. GA-based works (GA
& TNPOQO) are superior to other lines
of works like PO or RMU.

Observation 10. Instance wise
reweighting is promising for
unlearning efficacy.
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Take Home Messages

General knowledge withinshallow layers undergoes substantial alterations over

deeper layers during unlearning.

Although conceptually existing,current objectives all fail to retain the overall
performance when conducting unlearning.

Prioritizing some tokens Is effective for unlearning. However, there still exists a
large space to further refine weighting mechanisms.

With excessive unlearning, the deterioration in common model responses can

37

outweigh improvements in unlearning.
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Part lll: Reasoning

Can Language Models Perform Robust Reasoning
In Chain of-thought Prompting with Noisy Rationales?

~—— Input with Noisy Questions Input with Noisy Rationales |—

N\ i

‘%:fnt;?vn; 6(3;);::(;1 32%2{3}?&?15 (f6+57? Question-1 (Q1): In base-9, what is 86+57?
Rationale-1 (R1): In base-9, the digits are
“012345678”. We have 6 + 7 = 13 in base-
10. Since we‘re in base-9, that exceeds the
maximum value of 8 for a single digit. 13
mod 9 = 4, so the digit is 4 and the carry is
1. We have 8 + 5+ 1 =14 in base 10. 14
mod 9 =35, so the digit is 5 and the carry is
1. Aleading digit 1. So the answer is 154.
Answer-1 (A1): 154.

) ) ...Q2,R2,A2,Q3,R3,A3...

Zhanke Zhou JianingZhu Test Question: In base-9, what is 62+58?

LWe know 6+6=12 and 3+7=10 in base 10.

Rationale-1 (R1): In base-9, the digits are
“012345678”. We have 6 + 7 =13 in base-
10. 13 + 8 = 21. Since we're in base-9, that
exceeds the maximum value of 8 for a
single digit.13 mod 9 = 4, so the digit is 4
and the carry is 1. We have § + 5+ 1 =14 in
base 10. 14 mod 9 =5, so the digit is 5 and
the carry is 1. 5 + 9 = 14. A leading digit is
1. So the answer is 154.

Answer-1 (Al): 154.
...Q2,R2,A2,Q3,R3,A3 ...

Test Question: In base-9, what is 62+58?

Zhanke Zhou, Rong TaoJianing Zhu, YiwenLuo, Zengmao Wang, Bo Han.

Can Language Models Perform Robust Reasoning in Chamwf- thought Prompting with Noisy RationalesAn Neur/P$ 2024 33
https://bhanml.github.io & https://github.com/tmir - group



Background

Reasoningis the pathway to achievepowerful intelligence.

ADecomposea complex problem into feasiblesteps.
ACombine knowledge piecesinto new knowledge. ~ Geéneratingchain of thoughts (CoT)

IS the key of severalreasoningmodels.
\@ﬂ & deepseek
Solve the quadratic equation x*2 - 5x + 6 =0 I e

= chain of thoughts (model generated) R1
i @ As a text-based AI, I am unable to directly solve quadratic equations. However, I can :.

guide you on how to solve it using various methods. One common method is factoring.

Let’s try factoring the given quadratic equation X2 - 5x + 6 = 0:

L 4
L 4
L 4
L4
*
1. Factor the left side of the equation: (x - 2)(x - 3) O p e n A I

2. Set each factor equal to zero and solve for x:

EEN
4 ! -x-2=0=>x=2
03
< So, the solutions to the quadratic equation x*2 - 5x + 6 =0are x=2and x = 3.

implicit reasoning explicit reasoning

https://bhanml.github.io & https://github.com/tmlr - group 39
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In- context learning (ICL)is widely used. Chain of thoughts (CoT) prompting can elicit

A ICLenable LLMsto learn from a few

... examples without fine- tuning.

Zero- shot Input
[-Question: In base 9, what is 62+58?

A Input with three examples

Question: In base 9, what is 62+587?

Question- 1: In base 9, what is 86+57?Answer-1: 154,
Question- 2: In base 9, what is 63+34?Answer-2: 107.
Question- 3: In base 9, what is 31+58?Answer- 3: 100.

the reasoning capabilitiesof LLMs.
A Beyond examples,CoTincludesrationales, i.e.,

sequentialreasoningthoughts to solve a question

1

Input: CoT prompting with rationales

Question-1: In base 9, what is 86+57?
Rationale-1: In base -
-9, that exceeds the maximum value of 8 for a single digit.
13 mod 9 =4, so the digit is 4 and the carry is 1. We have 8 + 5 + 1 = 14 in base
10. 14 mod 9 = 5, so the digit is 5 and the carry is 1. A leading digit 1. So the
answer is 154.
Answer-1: 154,

Q2,R2,A2,Q3,R3,A3
Question : In base 9, what is 62+587?

more powerful

https://bhanml.github.io & https://github.com/tmlr - group 40



New Challengein LLMReasoning
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Existingwork generally assumesthat CoT contains clean rationales.
But, what if CoT contains noisy rationales? .
Anoisy rationalesinclude irrelevant or inaccurate thoughts

1

The irrelevantbase- 10 information

Input: CoT prompting with clean rationales

Question- 1: In base 9, what is 86+57?
Rationale-1: In base -
-9, that exceeds the maximum value of 8 for a single digit.
13 mod 9 = 4, so the digit is 4 and the carry is 1. We have 8 + 5+ 1 = 14 in base
10. 14 mod 9 =5, so the digit is 5 and the carry is 1. A leading digit 1. So the
answer is 154.
Answer-1: 154,

Q2,R2,A2,Q3,R3,A3
Question : In base 9, what is 62+587?

IS included in rationale.

L ~

Input: CoT prompting with noisy rationales
Question-1: In b?é 9, what is 86+577?

) |

Rationale-1: In bgse -
10.13 + 8 = 21. Since we're in base9, that exceeds the maximu lue of 8 for g
single digit.13 mod 9 = 4, so the digit is 4 and the carry is 1. We have 5+1=
14 in base 10. 14 mod 9 =5, so the digitis 5 and the carryis 5+ 9=14. A
leading digit is 1. So the answer is 154.

Answer-1: 154.

Q2,R2, A2, Q3, R3, A3

Question: In base- 9, what is 62+587?

While the test question asksabout base-9 calculation.

https://bhanml.github.io & https://github.com/tmlr - group 41
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New Challengein LLMReasoning

Noisy rationales originate from diverse sources
ASuch as crowdsourced platforms, dialogue systems, and Adenerated data

——  Sourcesof noisy rationales

N ———— Recentnewson noisy data

<\ p Recentinvestigationson noisy data ———
48 crowdsourced Platform Bgﬁ:ll:]%i:ng:it of Dirty Data in Al

@DialogueSystems E —> |47}

:[a: Al-generated Data| Noisy LLM .
Rationales ~ Reasoning

rbage spits out Algarbage

Exclusive: OpenAl Used Kenyan Workers on

Less Than $2 Per Hour to Make ChatGPT Less
y \ Toxic

J/

J/

However, therobustness of LLMs againstnoisy rationalesis still unknown .
AA new dataset is needed to conducta systematic evaluation of current LLMs
ATo verify the corresponding countermeasures againstnoisy rationales.

https://bhanml.github.io & https://github.com/tmlr - group 42
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Noisy Rationales Benchma(kioRg AN

AWe construct a new benchmarkto evaluate the robustness against noisy rationales
ANoRacontains 26,391 questions, covering 3 tasks:math, symbolic, and commonsense

Task | Irrelevant Thoughts | Inaccurate Thoughts C I ean th ou h t S
In base-9, dlglts run from O to 8. We have 3 + 2 =5 in base-{In base igi e have 3 +2 =5 in base- . g
(in black)

10. Since we'’re 1n base 9 that doesn’t exceed the max1mum Ince we're n ase-9 that doesn’t exceed the
value of 8 for : maximum value of 8 for a g it. 5mod 9 =35, so the
: d1g1t1s5and the carryls() 4] We haveS+6+07

S

NoRa-Math

A leading d11t 1. So the answer is 155. Answer: 15

, so the digitis 5 andthecan'y is
1. A leading nglt 1. So the answer is 155. Answer: 155

"turn around right" means the agent needs to turn nght ... "turn around right" means the agent needs to turn
and repeat this a a | right, and repeat this action sequence four times to com- .
360-degree loop. lete a 360-degree loop {Turn opposite is I_TURN RIGHT] < n OISy th OUg htS
TURN_LEFT] So, in action sequence 1s I TURN_RIGHT .
el (inred)

NoRa-Symbolic

a ‘turn around’ command 1if the driver ev1ates Tom t el
0, 1N action sequence 1s I TURN_ I_TURN_RIGHT I_TURN_RIGHT. ..

I _TURN_RIGHT I_TURN_ RIGHT

The relations path are son, sister, uncle, which means Fran-| The relations path are son, sister, uncle, which means Fr
cisco is David’s son’s smter s uncle For son’s s1ster we have cisco is David’s son’s sister’s uncle. For son’s sister, we

son’s sister is da - EIC son’s sister is daughter. So the relations path are red
o enetms Imtochondnal DNA is alwa

ohter, unclej I sl daughter, uncle. For daughter’s uncle, we have daughter’s
uncle is brother. mWe have brother’ sister is brother. [So the
relations path are reduced to brother. Therefore, the answer

inherited from the mother making the mother-daughter|
is brother. Answer:brother

NoRa-Com.

daughter’s uncle, we have daugh-
brother. So the relations path are reduced to
brother. Therefore, the answer is brother. Answer:brother

Table 1: Noisy rationales (consisting noisy thoughts) sampled from the NoRa dataset. Full examples
of NoRa are in Appendix C.6, and real-world examples of noisy rationales are in Appendix C.3.

https://bhanml.github.io & https://github.com/tmlr - group

Code & Benchmark:https://github.com/tmlr - group/NoisyRationales
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Noisy Rationales Benchma(kioR3g

Definitions
Alrrelevant thoughts are irrelevantto the given context.
AEg., discussing the genetic overlap of siblings whereasoningthe family roles

Alnaccurate thoughts are factual errorsin the given context.
AEg., "5+5=10" is wrong in base 9 calculation

Benchmarkconstruction

A Generating noisy rationales byinserting irrelevant or inaccurate thoughts
AGuarantee the overall correctness without modifying the question or answer.
A Control noise ratios (noisythoughts / cleanthoughts) with values0.3,0.5,0.8.

(easymedium hard)

https://bhanml.github.io & https://github.com/tmlr - group 44



EmpiricalEvaluationswith NoRa S i

- A M s = Pirre evan A M s = p’maccura
Grand observation: The base LLM (GPT-3.5) sk | Mothod M| AceM, Q) | sy *Sietiior T | ave, | Basy " Medim” R | ave
' ‘ot : 8¢ 12 243 177 147 D7 |50 | Bi 37 O3 |l
Wlth a” the eXIStIng methOdS IS Severely Math w sspc[zgg?] 25:% 255 25.5 219 f243 [ 200 184 14:;3; 17:2
: ' R - i79 32 a5 247 |31 | %3 125 &7 |1es
affeCted by nO|Sy rat|0na|es. w/ SC [83] 615 51.1 39.0 362 421 | 327 153 75 | 185
- - - Base 23.9 19.1 13.6 107 f145 | 140 6.7 36 [ 81
A Up to 25.3%accdecrease with irrelevant noise W/ oy e e A A E
a1l | oM (o0 T3 EOI O ol & e R A o Ix 1
A 0 - . . o w/SD [102 17.9 12.3 12.0 133 f125 | 170 87 53 1103
Up to 54.0%acc decrease with inaccurate noise /s (102 17 23 po s |pslio w753 i
B 32.7 28.1 25.1 230 [254 [ 291 26.1 27 [ 260
(compared accwith clean rationaleg. | B 27 w1 a1 230 [asa o0 261 27 [26g
Symbolic w/ SP [89] 232 23,0 22.6 227 f228 | 237 22.5 235 [ 232
Equal w/ SM [62] 25.0 20.7 19.7 167 §190 | 210 203 200 [ 204
w/ SD [102] 9.9 10.1 109 103 f104 | 101 10.9 104 f 105
. w/ SC [83] 353 310 283 270 | 288 | 333 307 260 | 300
Observation 1. 2 e 2 s [l e o [ss
. SO I N A ) EEO A N
%If‘ correction methOdS (I SC ,S P)pel’fOI‘m Longer w/ SM [62] 17 07 0.7 1.3 1.0 13 0.7 03 f 08
- - - W/SC (s3] 130 77 90 63 |77 | 80 8o 87 |82
W, R . o . . A o N .
poorly on most taSkS Wlth nOISy ratlonales Base 45.7 443 423 414 [a27 | 367 334 283 | 328
v 8 | & & o4 |oi |8 & & |4
Commonsense | 0 SM 62 533 s03 500 467 fao0 | 477 490 493 | 487
. w/ SD [102] 540 583 573 577 |578 | 570 583 537 | 563
Observation 2: w/ SC [83] 520 463 450 447 Jas3 | a7 w7 3o f425
e If- con Si ste nCy m eth Od S( SM.SD SC)C an Table 3: Reasoning accuracy on NoRa dataset with 3-shot prompting examples with clean, irrelevant,
! ! or inaccurate rationales. The boldface numbers mean the best results, while the underlines numbers

im prove ro busthesswithout true denoisin 0. indicate the second-best results. Note the referenced results of Base model are highlighted in gray.

Baselinemethods:
A Intrinsic Self correction (ISC)

_ _ _ _ https://bhanml.github.io & https://github.com/tmir -group A Self polish (SP) SmoothLLM(SM) 45
Experimentswith GPF 4 are in Appendix F A Self denoise (SD) Self consistency (SC)



Empiricalevaluationswith NoRa

Observation 3:

Adjusting model temperature
canimprove reasoning under

noisy rationales

Observation 4.

Prompting with more noisy
examples boosts reasoning
accuracy on most tasks
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Model

Task

Settihg
irr. ina.

0-shot|cle

GPT3.5

Base-9
Sym.(E)
Com.

7.2
8.8
40.0

46.4
32.7
45.7

Gemini

Base-9
Sym.(E)
Com.

12.7
9.3
42.9

88.0
44.5
55.6

Llama2

Base-9
Sym.(E)
Com.

1.7
4.7
35.0

4.9
10.1
423

Mixtral

Base-9
Sym.(E)
Com.

3.9
8.3
242

27.5
19.3
37.5

Table 6: Comparing LLMs with
0-shot, 3-shot clean, and 3-shot
medium irrelevant (irr.) / inaccu-

rate (ina.) rationales.

Observation 5:
Different LLMs are
generally vulnerable to
noisy rationales

https://bhanml.github.io & https://github.com/tmlr - group 46



